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Abstract 

This paper explores the literature on conceptual 

aspects of national security, its relationship with 

social media, and the impacts of the latter on the 

national security of Pakistan. This paper answers a 

few questions, i.e., what is national security, how 

does social media overlap with it, and what are the 

implications of social media for the national security 

of Pakistan? The methodology applied in this 

research is qualitative and relies on secondary 

sources; therefore, literature has been explored to 

find the answers. The analysis of this research is 

inspired by the thematic analysis technique through 

which it has been ascertained that national security 

is a subjective phenomenon and is mainly defined by 

national values. The relationship between national 

security and social media is significant, as the latter 

extensively relies upon as an avenue by anarchists, 

extremists, terrorists, and external forces to spread 

disinformation and achieve their respective 

objectives. As far as Pakistan is concerned, the 

interrelationship between national security and 

social media has not been looked into in detail. 

Accordingly, this research concludes that there are 

gaps in the literature produced in Pakistan on social 

 
1 The author is a serving Brigadier in Pakistan Army and a PhD scholar at the National 
Defence University, Islamabad.  
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media vis-à-vis its connection with national security. 

Consequently, the existing literature lacks an 

explanation of the political, strategic, and social 

motives of the actors employing social media for 

their respective vested purposes, especially for 

propaganda.  

Keywords: National security, Social Media, Political Instability, 

Extremism and Terrorism, Hybrid War, Fake News 

Introduction 

This research describes the concept of national security and its 

relationship with social media within the scholarly research on the 

phenomenon globally and in Pakistan. During the last ten years, social 

media has expanded in reach in Pakistan, both in its urban and rural 

areas. Accordingly, people from almost all segments of society are now 

extensively seen resorting to different Social Media Networks (SMNs) for 

connectivity, information gathering, and entertainment purposes. 

However, at the same time, social media is also being effectively used by 

both state and anti-state elements to protect their interests, which 

sometimes challenge national values of Pakistan. Therefore, this 

research focuses on answering a few questions, including what is the 

relationship between social media and national security and how does 

social media challenge the national security of Pakistan? 

National security is not limited to securing a state's territorial 

integrity and sovereignty alone. It is equally connected with the 

protection of the values of a state.2 Over the last eight decades, realists, 

idealists, and constructivists have used various theoretical arguments to 

define national security. Based on a holistic review of these arguments, 

 
2 David A. Baldwin, “The Concept of Security,” Review of International Studies 23, no. 
1 (1997): 5-26, https://www.jstor.org/stable/20097464. 

https://www.jstor.org/stable/20097464
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this research paper ascertains that national security is a subjective and 

dynamic phenomenon as national interests keep on changing. Similarly, 

the national security of Pakistan is not only limited to protecting its 

borders but is equally applicable towards securing its values, which 

include the ideology of Pakistan, national cohesion, religious tolerance, 

cultural diversity, and political stability. 

This paper is significant because it evaluates the conceptual milieu 

of national security and interprets social media as a national security 

challenge. Nevertheless, it is important to highlight that national 

security is mostly analyzed, in International Relations theory, as an 

objective fact that does not take into account the bias of policymakers. 

Thereby, when security challenges from social media are pointed out - 

these are termed unquantifiable and thus do not find a way into 

policymaking. This paper, on the other hand, links social media threats 

as harmful to Pakistan's national values. The paper is divided into three 

sections. In the first section, the concept of national security has been 

explained. In the second section, the relationship between social media 

and national security has been covered. In the third and last section of 

this paper, available literature concerning social media as a threat to 

Pakistan's national security has been evaluated.    

Methodology 

The methodology used in this research is based on qualitative research 

techniques, as it aids in evaluating the inter-subjectivities of the 

phenomenon. The data has been collected from the available literature, 

i.e., books and journal articles available online. Therefore, the inductive 

approach has been utilized, where relevant data has initially been 

explored based on the research questions and objectives set in advance. 

Subsequently, it has been correlated with building a narrative.3  

 
3 John W. Creswell, Qualitative Inquiry and Research Design: Choosing Among Five 
Approaches (London: Sage, 2015). 
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For the evaluation of this research, the thematic analysis technique has 

been employed to describe various perspectives on social media vis-à-

vis their linkage with national security using metaphors from existing 

literature.4 Consequently, the collected data has extracted themes 

pertaining to national security, the interrelationship between social 

media and national security, and social media as a threat to Pakistan's 

national security. 

What is National Security? A Description of Western and Pakistani 

Perspective 

This section explains the concept of national security from the 

perspective of Realists, Idealists, and Constructivists. In addition, it also 

dwells on various scholarly debates related to national security in 

Pakistan. Initially, realists’ core assumptions regarding national security 

are outlined, and then idealists’ opinions are considered, which are 

subsequently followed by constructivists and human security advocates. 

Lastly, discussions on the concept of national security in Pakistan have 

succinctly been presented.  

During the Cold War period, there was a lot of debate in the 

literature regarding the concept of national security. Within the 

theoretical paradigm of Realism, Neorealist scholars like Walter Lipman, 

Bernard Brodie, Fredrick H. Hartmann, George Frost Kennan, Hans J. 

Morgenthau, and Kenneth Waltz have approached the concept of 

national security from the lens of national interest(s). These Neorealists 

have argued that national security can only be achieved by acquiring 

power and balancing the threats in an anarchic environment. Therefore, 

the aim of a state must be to ensure the security of its borders while 

 
4 Alan Bryman, Social Research Methods (London: Oxford, 2012); Lorelli S. Nowell, Jill 
M. Norris, Deborah E. White, and Nancy J. Moules. “Thematic Analysis: Striving to 
Meet the Trustworthiness Criteria.” International Journal of Qualitative Methods, 
(December 2017). https://doi.org/10.1177/1609406917733847. 

https://doi.org/10.1177/1609406917733847
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countering traditional threats.5 However, classical Realist Arnold 

Wolfers offered a critique of them, who appended that national security 

is a subjective phenomenon and that an attack can only be interpreted 

rather than predicted. Furthermore, according to Wolfers, values are 

more important than survival for any state.6 Here he means that states 

often go the extra mile to protect their values - even if they have to fight 

states which are militarily more powerful. For instance, the Taliban 

fought the US-led Western military alliance in Afghanistan while 

reckoning the governance system introduced by the former as imposed.   

Meanwhile, idealists have defined national security from the 

perspective of cooperation amongst the states, thus emphasizing 

achieving collective security through international institutions.7 John. H. 

Herz, and Robert Jervis are the prominent idealists who have explained 

national security in this context.8 Their ideas are mainly based on 

equality, freedom, and self-determination. Nevertheless, they have also 

stressed the states provide an enabling environment for achieving 

individual freedoms.9 

          On the other hand, constructivists have argued that ideas produce 

socially created facts. Therefore, when people interact with each other, 

they give meaning and context to the language used in communication. 

 
5 Bernard Brodie, National Security Policy and Economic Stability (New Haven: Yale 
Institute of International Studies, 1950), 5; Kenneth N. Waltz, Theory of International 
Politics (Massachusetts: Addison-Wesley Publishing Company, 1979), 126; Walter 
Lipman, U.S. Foreign Policy (Boston: Little, Brown and Company, 1943), 51.  
6 Arnold Wolfers, “National Security as an Ambiguous Symbol,” Political Science 
Quarterly 67, no. 4 (1952): 483-488, http://www.jstor.org/stable/2145138. 
7 Barry Buzan and Ole Wæver, “Liberalism and Security: The contradictions of the 
liberal Leviathan,” Copenhagen Peace Research Institute (April 1998), 
https://ciaotest.cc.columbia.edu/wps/bub02/. 
8 John H. Herz, “Idealist Internationalism and the Security Dilemma,” World Politics 2, 
no. 2 (1950): 160, https://doi.org/10.2307/2009187. 
9 John M. Owen IV, “Liberalism and Security,” International Studies (2017), 
https://doi.org/10.1093/acrefore/9780190846626.013.33. 

http://www.jstor.org/stable/2145138
https://ciaotest.cc.columbia.edu/wps/bub02/
https://doi.org/10.2307/2009187
https://doi.org/10.1093/acrefore/9780190846626.013.33
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The same is the case with state-to-state communication as well.10 The 

Constructivist school's significant contributors to the debate on national 

security are Barry Buzan and David. A. Baldwin. Anton Grizold, and Peter 

J. Katzenstein.  

Buzan has criticized both realists and idealists for not being able to 

develop a framework to understand security. According to him, though 

realists and idealists have reorganized arguments over war (Realists) and 

peace (Idealists), however, national security is a holistic phenomenon.11 

Significantly, another constructivist, Anton Grizold, has proposed the 

inclusion of social security in the concept of national security, integrity, 

and sovereignty.12 Peter J. Katzenstein has termed national security as a 

social construction dependent on cultural factors,13 whereas, David A. 

Baldwin has taken it even further while highlighting the dichotomy 

between objective and subjective national security values. He has 

claimed “political independence and national integrity” to be the only 

objective values of national security, whereas ideologies and culture are 

subjective - and it is these that generate core values. 14  

More recently, Jonathan Kirshner has argued that globalization has 

altered the traditional theoretical assumptions of national security. 

Therefore, capitalistic corporations have emerged as key players in the 

phenomenon of national security, with some of these companies having 

more financial value than the Gross Domestic Products (GDP) of even 

 
10 Yu-Tai Tsai, "The Emergence of Human Security: A Constructivist View," 
International Journal of Peace Studies 14, no. 2 (2009): 19–33, 
http://www.jstor.org/stable/41852991. 
11 Barry Buzan, “People, States, and Fear: The National Security Problem in 
International Relations (Sussex: Wheatsheaf Books Limited, 1983), 2.    
12 Anton Grizold, “The Concept of National Security in the Contemporary World,” 
International Journal on World Peace 11, no. 3 (1994): 41, 
http://www.jstor.org/stable/20751984. 
13 Peter J Katzenstein, ed. The Culture of National Security: Norms and Identity in 
World Politics (New York: Columbia University Press, 1996). 
14 Baldwin, “The Concept of Security,” Review of International Studies. 

http://www.jstor.org/stable/20751984
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developing states. Accordingly, these companies can even influence the 

states' policy decisions.15 Similarly, Dennis M. Drew and Donald M. Snow 

have stated that national security has become more complex with 

asymmetrical warfare and the phenomenon of terrorism. Consequently, 

they have stressed on cooperation amongst all stakeholders.16  

Nonetheless, all the above concepts about national security accept 

the state as the prime actor in protecting national values, whether 

objective or subjective, from known or perceived threats. However, the 

new approach to human rights in security argues for limiting the state’s 

role. Instead, it stresses that there should be universal security which 

duly factors in economic security, political security, health security, and 

food security.17  

As far as the debates on national security in Pakistan are 

concerned, the values of the state take center stage. Hafeez Malik, in 

this regard, has produced significant work while explaining that the 

ideology of Pakistan acts as a core value for the state. Therefore, 

Pakistan’s conflict with India revolves around this value.18 Similarly, 

Iftikhar H. Malik has also dwelt on traditional aspects of Pakistan's 

security, focusing on border relations with India, Afghanistan and Iran.19 

 
15 Jonathan Kirshner, “Globalization and National Security,” in Globalization and 
National Security, ed. Jonathan Krishner (New York & London: Routledge, 2006), 1-35. 
16 Dennis M. Drew and Donald M. Snow, Making Twenty-First-Century Strategy: An 
Introduction to Modern National Security Problems and Processes (Maxwell Airforce 
Base, Alabama: Air University Press, 2006), 14-15.  
17 Lily Hamourtziadou, “Security Challenges of the 21st Century: New Challenges and 
Perspectives,” Journal of Global Faultlines 6, no. 2 (2020): 121, 
https://www.jstor.org/stable/10.13169/jglobfaul.6.2.0121. 
18 Hafeez Malik, “Dilemma of National Security,” in Dilemmas of National Security and 
Cooperation in India and Pakistan, ed. Hafeez Malik (New York: Macmillan Press, 
1993 
19 Iftikhar H. Malik, “Pakistan's National Security and Regional Issues: Politics of 
Mutualities with the Muslim World,” Asian Survey 34, no. 12 (1994): 1077-1092, 
http://www.jstor.org/stable/2645277. 

https://www.jstor.org/stable/10.13169/jglobfaul.6.2.0121
http://www.jstor.org/stable/2645277
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Meanwhile, Nasir Hafeez has argued that Pakistan’s security policy is 

inspired by the US since the start of the Cold War.20  

Like Hafeez Malik, Masood Khan has also termed the ideology of 

Pakistan as the core value, which is followed by its diverse culture. 

However, Khan has termed religious extremism and terrorism as major 

threats to these values. Accordingly, he argues for a democratic system 

where human rights and the rule of law are stressed to promote social 

security.21 So, Khan has clearly distinguished between objective and 

subjective aspects of national security on the lines of Baldwin, as already 

described above. 

Khurshid Khan and Fouzia Amin have linked Pakistan’s national 

security with its values. However, following Neorealism’s offensive 

school, they have criticized the defensive approach of Pakistani 

leadership on a host of issues, ranging from extremism through 

terrorism to countering diplomatic onslaught by foreign powers.22  

On the other hand, Saira Yamin feels that Pakistan has faced 

continuous episodes of insecurity and instability because its civil-military 

leadership has been experimenting with various governance structures. 

As a result, Pakistan could not build the capacity of its institutions.23 For 

Hussain Nadim, this lack of institutional capacity resulted from the 

absence of a Pakistan-specific strategic culture that could not be 

developed as Pakistan’s military and civil sectors could not cooperate 

 
20 Nasir Hafeez, “Evolution of Security Structures in Pakistan,” Strategic Studies 32, 
no. 2/3 (2012): 151-171, https://www.jstor.org/stable/10.2307/48529365.    
21 Masood Khan, “Pakistan: Security Challenges and Opportunities,” Pakistan Horizon 
68, no. 3/4 (2015): 9–16, http://www.jstor.org/stable/44988235. 
22 Khurshid Khan and Fouzia Amin, “Understanding the Dynamics of National Security 
Culture of Pakistan,” Strategic Studies 36, no. 4 (2016): 17-37, 
https://www.jstor.org/stable/10.2307/48535972. 
23 Saira Yamin, “Pakistan: National Security Dilemmas and Transition to Democracy,” 
Journal of Asian Security and International Affairs 2, no. 1 (2015): 1-26. 

https://www.jstor.org/stable/10.2307/48529365
http://www.jstor.org/stable/44988235
https://www.jstor.org/stable/10.2307/48535972
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with each other.24 Arshad Ali has commented that Pakistan did not 

achieve consensus on security issues amidst Pakistan’s Army control 

over the foreign and defence policies - thereby leaving little room for the 

aspects of human security.25  

A review of the conceptual milieu of national security makes it 

clear that national values are to be protected at every cost to achieve 

security. Though these values may vary in the case of different states, 

however, in the contemporary interconnected world, institutional 

values such as democracy, human rights, and freedom of speech are 

common. They need to be protected both at the individual as well as 

collective levels. Nevertheless, in the case of Pakistan, the core values, 

as reviewed in the preceding paragraphs, are the ideology of Pakistan, 

national cohesion, respect for cultural diversity, and patriotism. The next 

section of this paper explains how these national values get impacted by 

social media. 

Social Media and its Relationship with National Security 

In this section, initially, it has been briefly explained how specific Social 

Media Networks (SMNs) are shaping the public discourse around the 

world. Subsequently, the interrelationship between social media and 

national security has been dilated upon by delineating its key 

implications for national security while succinctly citing a few examples 

from different parts of the world. Lastly, states’ responses to counter the 

security threats emanating from social media have been analyzed. 

 

 
24 Hussain Nadim, “Ties that don’t bind: challenges in the cooperation between 
academia and national security establishment in Pakistan,” Journal of Policing, 
Intelligence, and Counter Terrorism 16, no.1 (2021): 44-57, 
https://doi.org/10.1080/18335330.2021.1889648. 
25 Arshad Ali, Pakistan’s National Security Approach and Post-Cold War Security: 
Uneasy Coexistence (New York: Routledge, 2021). 

https://doi.org/10.1080/18335330.2021.1889648
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Social Media 

Hundreds of SMNs have appeared over the last two decades, through 

which people share their experiences. These networks are mainly 

related to micro-blogging, video sharing and connecting with friends and 

families, with Twitter, YouTube, and Facebook being the most popular 

in their respective categories.26 Nevertheless, over the last few years, 

the SMNs have briskly evolved to shape public narratives over politics 

and security issues as well. The success of these SMNs, also referred to 

as Web 2.0, means that their content is user generated and is mainly 

measured by the number of active users, i.e., how many users they have 

been able to draw in and actively engage.27 

SMNs like Twitter generally have constructive characteristics like 

e-governance (where government officials directly engage with the 

public at large), facilitating statesmen to engage with common masses 

to gain insight into their issues and problems, and enabling general 

masses to share their thoughts on a host of political matters and issues 

of national security. Nonetheless, there are a few negative aspects of 

these platforms as well, the most significant ones being misinformation, 

source-based news, and sensationalism which contribute towards the 

spreading of anarchy in society.28    

Thereby, social media has become a cause of concern for the state 

as it finds it difficult to control the defiance of law and authority. 

Importantly, social media has also diminished states’ control over the 

information, with people turning more to different SMNs for counter-

 
26 Donah M. Boyd and Nicole B. Ellison, “Social Networking Sites: Definition, History, 
and Scholarship,” Journal of Computer-Mediated Communication 13 (2008): 210-230, 
doi:10.1111/j.1083-6101.2007.00393x.   
27 Yaron Ariel and Ruth Avidar, “Information, Interactivity, and Social Media,” Atlantic 
Journal of Communication, no. 23 (2015), 19-28, DOI: 
10.1080/15456870.2015.972404.   
28 Ingrid Hsieh-Yee, “Can We Trust Social Media?” Internet Reference Services 
Quarterly (2021): 2-3, https://doi.org/10.1080/10875301.2021.1947433. 

https://doi.org/10.1080/10875301.2021.1947433
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checking government-issued information. In addition, censorship, which 

has been a tool of the state in the case of traditional media, has become 

difficult in the case of social media, especially in the context of human 

rights. And lastly, more and more people are adapting to digital solutions 

in their lifestyles and employments. So, it has become an economic 

compulsion and necessity, further reducing states’ options for a blanket 

ban.29 

Relationship between Social Media Networks and National Security 

As far as social media’s linkage with national security is concerned, the 

former provides a sustainable platform to anti-state elements, both 

state and non-state, with the latter comprising both internal and 

external actors. While state actors generally exploit SMNs to carry out 

espionage, they are used for propaganda by terrorists and insurgents 

and for framing purposes by political forces. Scholars have suggested 

that social media is now acting as the main tool of hybrid warfare, in 

which narratives play a crucial role. Thereby, it even has the potential to 

change governments by spreading disinformation, as it happened after 

the Arab Spring.30 Beata Bialy has persuasively argued in this regard that,  

Social media has become an excellent channel to mobilize 

support, disseminate narratives, wage information operations, 

or even coordinate military operations in the real world. States 

and non-state actors have started extensively using social media 

to influence their target audiences' perceptions, beliefs, 

opinions, and behaviors.31 

 
29 Jason Abbot, “Social Media,” in Electronic Democracy, ed. Norbert Kersting 
(Toronto: Barbara Budrick Publishers, 2012), 77-102. 
30 Michael Erbschloe, Social Media Warfare: Equal Weapons for All (London and New 
York: Taylor and Francis, 2017) 
31 Beata Biały, “Social Media—From Social Exchange to Battlefield,” The Cyber 
Defense Review 2, no. 2 (2017): 75, https://www.jstor.org/stable/10.2307/26267344.  

https://www.jstor.org/stable/10.2307/26267344
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With the arrival of social media, the realists’ claims of national security 

as an objective phenomenon and limited to territorial integrity and 

independence only, as already explained in the first section, are now 

getting extensively challenged. Therefore, states are forced to spend 

handsome amounts in securing digital spaces, especially social media 

platforms, to counter campaigns against the social, political, and 

religious divide, which can meaningfully impact core values.32  

While social media has the potential to affect national security in 

many ways adversely, however, stirring lawlessness and creating 

political divisions are its major implications. This division, as a result of 

propaganda on social media, can have severe adverse effects on the 

national psyche and public morale. Consequently, the anarchists, 

extremists, and terrorists may take advantage of the political instability 

and further their vested agendas. These inimical forces may also resort 

to the spread of fake news to achieve their inimical political and strategic 

goals. While this disinformation is harmful to national cohesion, these 

disinformation campaigns by external actors can also potentially change 

the very idea of national values being followed by a nation.33 

Deep fakes on social media are a noticeable cause of concern for 

national security. Additionally, they can also harm a state’s foreign 

relations. Even more significantly, deep fakes can also be used for 

framing military leadership to achieve strategic aims by the adversary. It 

is important to notice that as it is difficult for a non-technical person to 

 
32 Devidas Vijay Bhosale and Chandrakant Bansidhar Bhange, “Understanding Social 
Media Tools, Impact Over National Security – A Literature Review,” Journal of 
Research in Humanities and Social Sciences 9, no. 6 (2021): 33-38. 
33 Erbschloe, Social Media Warfare; Bialy, “Social Exchange to Battlefield;” Bhosale 
and Bhange, “Understanding Social Media Tools.” 
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recognize deep fakes, they can very easily cast a divide between the 

people and security institutions of the state.34  

Another implication of social media is its potential to influence the 

religious thought of the population, with many pseudo-religious scholars 

regularly sharing abstract information on various social media platforms, 

especially Facebook and YouTube, which is all to the benefit of 

extremists and terrorists. They are using different SMNs to expand their 

narrative quickly. Therefore, another implication of unregulated and 

unharnessed social media is increased intolerance and extremism in 

society, with users getting abusive to others’ opinions.35 

In the following discussion, some examples of real-world 

implications posed by social media have been cited from the literature 

while enunciating their adverse effects on national security. For 

instance, former US President Barrack Obama's Twitter account was 

hacked in 2013 by Syrian hackers. On this, the Syrians were jubilant that 

a powerful state like the US could not even secure its President’s social 

media account.36 Similarly, in 2016, riots were witnessed in Zimbabwe, 

where Twitter and Facebook played a critical role in mustering people. 

#Tajamuka (we rebel), a hashtag on Twitter, became the key trend 

contributing towards millions of tweets.37 Likewise, in 2018, Zimbabwe 

 
34 Bobby Chesney and Danielle Citron, “Deep Fakes: A Looming Challenge for Privacy, 
Democracy, and National Security,” California Law Review 1753, no. 692 (2018): 1-68,  
http://dx.doi.org/10.2139/ssrn.3213954. 
35 Ishmael Mugari and Rudo Chisuvi, “Social media and national security in Zimbabwe: 
Embracing social media for national security and addressing social media threats,” 
African Security Review 30, no. 1 (2021): 91, 
https://doi.org/10.1080/10246029.2020.1857806. 
36 Eze Charles Chukwuma, “Social Media and National Security: Issues, Challenges, 
and Prospects,” International Journal of Social Sciences and Humanities Reviews 8, no. 
1 (2018): 251.   
37 Ishmael Mugari and Rudo Chisuvi, “Social media and national security in Zimbabwe: 
Embracing social media for national security and addressing social media threats,” 
African Security Review 30, no. 1 (2021): 87, 
https://doi.org/10.1080/10246029.2020.1857806. 

http://dx.doi.org/10.2139/ssrn.3213954
https://doi.org/10.1080/10246029.2020.1857806
https://doi.org/10.1080/10246029.2020.1857806
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once again witnessed protests, this time against its Election Commission, 

owing to a disinformation campaign regarding purposeful rigging in the 

elections, which was once again smeared on Twitter.38 

 Boko Haram, a Nigerian-based terrorist outfit, has also been 

consistently and effectively using social media aimed at inspiring youth 

to join their fold. In addition, Boko Haram uses social media for 

connectivity with other terrorist groups as well. Accordingly, in the 

absence of specific laws related to the governance of social media, its 

banning has consistently invited criticism from human rights 

organizations, thus severing the dilemma faced by the state.39 

 In the ongoing Russia-Ukraine conflict, social media has been 

employed as a tool of propaganda warfare by Russians, Ukrainians and 

the West alike, thus making the world witness the first-ever social media 

war. As far as the Russians are concerned, they have been more 

successful in maneuvering their disinformation campaign. Interestingly, 

Russian officials also used Twitter for their disinformation campaign.40 

They capitalized on Twitter to first produce and accentuate the fog of 

war, which was aimed at building an anti-Ukraine narrative within the 

country and Putin succeeded in all this.41 Yet, another design of Russian 

social media warfare in Ukraine has been to employ dedicated social 

media propagandist teams that have successfully and astutely been 

 
38 ibid 
39 Joshua Chukwuere and Chijioke Francis Onyebukwa, “The Impacts of Social Media 
on National Security: A View from the Northern and South-Eastern Region of Nigeria,” 
International Review of Management and Marketing 8, no. 5 (2018): 50-59.  
40 Dan Ciuriak, “The Role of Social Media in Russia’s War on Ukraine,” Ciuriak 
Consulting (April 8, 2022): 2, http://dx.doi.org/10.2139/ssrn.4078863.   
41 Ibid. 

http://dx.doi.org/10.2139/ssrn.4078863
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framing incidents against the Ukrainian military by capitalizing on fake 

news and patriotic frames.42  

On the other hand, Ukrainians have also not remained limited to 

the official narrative. Most Ukrainian Twitter and Facebook users have 

successfully portrayed Russians as aggressors, which has played to their 

country’s advantage. With ordinary people joining the war as 

volunteers, their raw videos also gained significant traction on social 

media, especially of females making Molotov cocktails (homemade 

bombs). These videos were framed as a struggle for freedom and were 

widely shared by the users, thus, adding to the Ukrainian propaganda.43   

Technically speaking, at the state level, social media has disrupted 

the relationship between media and security officials, thus making it 

difficult for these security actors to manage information and thus 

preserve national security. Before the arrival of social media, state 

officials and journalists, more often than not, used to collaborate on 

issues of national security. However, on the other hand, social media 

facilitates the production of user-generated content, thus taking it out 

of the control of security and law enforcement organizations. Therefore, 

even sensitive security issues are openly discussed while inviting intense 

debate.44 

This significant change brought by social media has today taken 

away the power from the political and security elite as the ‘only opinion 

maker.’ Instead, the ordinary public is now as involved in the security 

debate as the policymakers.45 Shefali Virkar, in this connection, has 

 
42 Ian Garner, “We’ve Got to Kill Them”: Responses to Bucha on Russian Social Media 
Groups,” Journal of Genocide Research (May 9, 2022), 
https://www.tandfonline.com/doi/full/10.1080/14623528.2022.2074020.    
43 Ciuriak, “The Role of Social Media in Russia’s War on Ukraine,” 3-4. 
44 Yongho Kim, Social Media and National Security in South Korea (North Carolina: 
McFarland and Company, 2017) 
45 Ibid. 

https://www.tandfonline.com/doi/full/10.1080/14623528.2022.2074020


JSSA Vol. VIII, No. 2                                                                                                Saad Al Abd                                                                                       

95 
 

argued that this phenomenon is emerging as a serious challenge for 

traditional security actors, as the general masses are now equally able 

to influence the security policy.46 Virkar believes that policymakers 

should now start extensively engaging the public on security issues while 

simultaneously ascertaining how social media harms the state's core 

values as far as national security is concerned.47 However, it is almost 

unanimous conclusion that the social media activity of various 

individuals or groups can significantly harm national security. Therefore, 

social media must be extensively dominated by state authorities to 

enhance national security.48 The next section explains how states can 

achieve this goal.  

State Response 

For Michael Erbschloe, blocking out social media amidst fear of 

resistance is the handiwork of weak authoritarian states. However, the 

evolving dynamics of warfare with social media assuming the front seat 

is also a reality and a threat to security forces. Hence, Erbschloe suggests 

that security establishments must adapt to the changing circumstances 

and prepare for social media warfare. He opines that,   

Troops on any side of a conflict can use defensive and 

offensive social media warfare tactics. Defensive social media 

warfare tactics used in unconventional warfare theatres 

include self-validation, influence, reinforcement, persuasion 

of non-aligned entities, recruitment and indoctrination, 

 
46 Shefali Virkar, “The Mirror Has Two Faces: Terrorist Use of the Internet and the 
Challenges of Governing Cyberspace,” in National Security and Counter Intelligence in 
the Era of Cyber Espionage, ed. Eugenie de Silva (Hershey, PA: Information Science 
Reference, 2016), 1-20.   
47 Ibid. 
48 Ishmael Mugari and Rudo Chisuvi, “Social media and national security in Zimbabwe: 
Embracing social media for national security and addressing social media threats,” 
African Security Review 30, no. 1 (2021): 87, 
https://doi.org/10.1080/10246029.2020.1857806.  
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nullifying opponents, and relationship building. Offensive 

social media warfare tactics used in unconventional warfare 

theatres include deception, confusion, divisiveness, 

exposure, nullifying opponents, trolling, relationship building, 

and blended tactics.49  

Meanwhile, Liam McLoughlin has argued that security apparatus 

must not only resort to social media for understanding the public alone. 

Instead, it should also be utilized for engaging with common people to 

build goodwill for themselves while simultaneously recruiting volunteers 

for narrative building.50 In this context, he has highlighted that in the US, 

almost all security and intelligence agencies, including the Federal 

Bureau of Investigation (FBI), National Security Agency (NSA), and 

Central Intelligence Agency (CIA), are using SMNs in their respective 

official capacities to their advantage.51  

Following the US example, the UK has also introduced Social Media 

Intelligence (SOCMINT) in the aftermath of a murder in a police 

encounter in London that encouraged riots as consequence of social 

media campaign.52 Thus, social media has correctly been attributed as a 

public place requiring intelligence officials to keep a strict security vigil 

to protect national interests. Nonetheless, while doing so, officials are 

also urged to protect the liberty and security of the people. The 

SOCMINT aims to spread awareness among the public on social media 

as it has emerged as a success story in the UK, with millions of Twitter 

 
49 Erbschloe, Social Media Warfare, 58. 
50 Liam McLoughlin, Stephen Ward & Daniel W. B. Lomas, “‘Hello, world’: GCHQ, 
Twitter and social media engagement,” Intelligence and National Security (2020): 3, 
https://doi.org/10.1080/02684527.2020.1713434. 
51 Ibid. 
52 David Omand, Jamie Bartlett, and Karl Miller, “Introducing Social Media 
Intelligence,” Intelligence and National Security 27, no. 6 (2012): 801-823, 
http://dx.doi.org/10.1080/02684527.2012.716965.     
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and Facebook users regularly following its accounts.53 The authorities in 

the UK have engaged the public in this connection on various social 

media platforms. In addition, these authorities also interact with the 

digital community on national security issues while making them aware 

of the potential threats on the one hand and capitalizing on their 

opinions to improve the working of their organizations on the other.54 

 There are other significant studies like those of Marie-Andrée 

Weiss,55 and Francisco Segado-Boj, and Jesús Díaz-Campo,56 about 

freedom of expression on social media. Both these studies talk about 

protecting individual freedoms. Weiss has criticized the arbitrary 

censorship by the state authorities. However, the author realizes the 

diverse nature of values around the world as a value which is not very 

significant in the US or the EU can be highly important in the Muslim 

world. For example, the issue of blasphemy on social media can lead to 

violence in many Muslim states. So, according to Weiss, freedom of 

expression is necessary, but there ought to be a framework as well 

where hate speech and criminality on social media could be legally 

discouraged.57 

As far as Segado-Boj and Jesús Díaz-Campo are concerned, their 

study provides an intersection between the privacy of an individual, free 

speech, and access to information. They argue that the state authorities 

 
53 Ibid. 3. 
54 Ibid. 
55 Marie-Andrée Weiss, "Regulating Freedom of Speech on Social Media: Comparing 
the EU and the US Approach," Sandford Law School. 
https://law.stanford.edu/projects/regulating-freedom-of-speech-on-social-media-
comparing-the-eu-and-the-u-s-approach/ 
56 Francisco Segado-Boj and Jesús Díaz-Campo, “social media and its intersections 
with free speech, freedom 
of information and privacy. An analysis,” Revista científica de Comunicación y 
Tecnologías emergentes 18, no. 1 (2020), https://hal.archives-ouvertes.fr/hal-
03213366/document.  
57 Weiss, “Regulating of Speech on Social Media” 
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must not block these areas of public life. Nevertheless, on the other 

hand, the authors have also pointed out the significance of countering 

organized propaganda and misinformation, which can disrupt public life. 

Thereby, they are proponents of the state achieving a balance between 

securing national values and countering the threats on social media.58  

SMNs have also become a tool for military strategists to gauge 

public morale. For instance, the US military has developed a software 

known as Simulation Deck, which evaluates and analyses the data from 

different SMNs for intelligence purposes.59 

Thomas Elkjer Nissen thinks that social media is acting as a virtual 

battleground in conflicts the world over during recent times; therefore, 

militaries must also revolutionize this aspect. Nissen provides six 

solutions for engaging the enemy on social media. These are: 

“intelligence collection; (geo-) targeting, cyber operations, command 

and control, defence, and psychological warfare (inform and 

influence).”60 Based on the principles of Nissen, it is recommended that 

security officials should counter anti-state narratives both overtly and 

covertly. Overtly and visible at the forefront, they must protect the 

state's core values, whereas acting clandestinely, they should form a 

digital army comprising trolls, real volunteers, and hired professionals.61 

Nonetheless, governments ought to be also ready for constructive 

policing through social media. For instance, Kenyan police were able to 

manage the public in a hostage crisis in 2013 by engaging them through 

social media and instructing them not to panic.62  

 
58 Boi and Campo, “Social Media and its Intersections” 
59 Yasmin Tadjdeh, “Developing New Social Media Simulation Tools for Military 
Analysts,” National Defense 102, no. 769 (2017): 41-42. 
60 Bialy, “Social Media,” 76. 
61 Ibid., 79.  
62 Murari and Chisuvi, “Social media and national security in Zimbabwe,” 90-91. 



JSSA Vol. VIII, No. 2                                                                                                Saad Al Abd                                                                                       

99 
 

Nonetheless, Virkar recommends that states should turn to digital 

governance in a democratic fashion to keep a check on social media, as 

this will ensure national security in digital spaces too. However, she also 

advises that SMNs must act on the phenomenon of anonymity at their 

respective platforms as these pseudo-accounts’ aids in propaganda 

without the fear of accountability.63 On the other hand, Chesney and 

Citron state that disinformation and deep fakes can be countered in 

courts, and creators can be arrested. Furthermore, intelligence officials 

must determine the hidden agenda of these activists.64 The next section 

explores the literature to make sense of what has appeared from 

Pakistani academia on the perspectives discussed in the current section.    

Social Media and Threats to the National Security of Pakistan 

In Pakistan, the concept of national security and its relationship with 

social media is still evolving. Hence, social media as a threat to national 

security has been discussed in only a few academic works. In the 

paragraphs below, these works have been reviewed succinctly. 

Muhammad Khalil Khan and Cornelius B Pratt have researched about 

Pakistani military’s engagement on social media to counter the 

emerging threats to national security. Their work focuses on the 

methods used by the military to deny space to Tehreek-e-Taliban 

Pakistan (TTP) militants on the social media landscape, who are involved 

in propagating their detrimental narrative on Facebook and Twitter. 

They have concluded that Inter-Services Public Relations (ISPR), 

responsible for managing public relations of the Armed Forces of 

Pakistan and furnishing information about the activities of defence 
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64 Chesney and Citron, “Deep Fakes,” 1-68. 
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forces to the media, has remained the key instrument in spreading 

awareness to common people in Pakistan.65  

Khan and Pratt state that ISPR's social media venture started in 

2013 when Pakistan was deeply involved in the war against terrorism. 

The then Director General ISPR, Lieutenant General Asim Saleem Bajwa 

(Retired), was instrumental in devising a strategy to counter the TTP 

threat online.66 For that purpose, dedicated teams were formed to 

confront the narrative of TTP and deny her space on various social media 

platforms, especially Twitter and Facebook. ISPR applied Framing Theory 

as a tool to respond to the enemy propaganda. The particular frames 

they applied were patriotism, Khawarij (out of the fold of Islam for 

defying the state), and terrorism. These frames were meant to win over 

people whom the Taliban persuaded that they were fighting for Islam. 

Nonetheless, the scope of Khan and Pratt’s study has remained limited 

in analyzing the role of the Pakistani Army on social media in the war on 

terror. Their work lacks a description of the nature of various kinds of 

threats to the national security of Pakistan.  

Similarly, Muhammad Asim and Hashmat Ali have also explored 

threats from social media in the context of Pakistan. However, the scope 

of their work is limited to terrorism and cyber-attacks, whereas, in 

connection with social media, they have only gauged the presence of 

terrorist groups like TTP and Islamic State of Iraq and Syria (ISIS) on 

different platforms.67 However, by highlighting social media as a threat 

to national security, they have elaborated on how a Pakistani expatriate 

woman carried out a terrorist act in the US while also inspiring relatives 

 
65 Muhammad Khalil Khan and Cornelius B Pratt, “Strategic communications: The 
Pakistan military’s use of social media against terrorism,” Media, War and Conflict 
(2020): 1-36, DOI: 10.1177/1750635220972127.   
66 Ibid., 5.  
67 Muhammad Asim and Hashmat Ali, “Impact of Social Media on National Security in 
the Face of Globalization: Pakistan’s Perspective,” Pakistan Journal of International 
Affairs 2, no. 1 (2019): 1-25.  
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back home in Pakistan through Facebook. She was responsible for a 

mass shooting in San Bernardino in the US in 2015.68 Nevertheless, apart 

from this case study, the article mainly deliberates on cyber-attack 

issues, which are beyond the scope of this work. 

Ali Moeen Nawazish has discussed the issue of religious extremism 

on social media. He has cited the example of Noreen Laghari while 

highlighting how Leghari got influenced by her extremist friends to carry 

out a suicide attack. However, the security forces timely intervened and 

foiled the bombing attempt planned at an Easter ceremony in Lahore in 

2017. Significantly, Nawazish has stressed the need for checks and 

balances by parents on social media usage by their children so that they 

do not negatively get influenced by extremist narratives on social 

media.69  

On the other hand, Kiran Hassan has provided a comparative 

analysis of social media vis-à-vis traditional media. According to her, 

traditional media has propagated extremist and terrorist ideology more 

than social media. As per her, social media users are generally more 

interested in entertainment and sports. Therefore, she even argues that 

social media has scarcely been employed for political participation in 

Pakistan. Hassan opines that traditional media in Pakistan has not been 

anxious in picking up the stories from social media. However, she has 

acknowledged that the terrorists have utilized social media for 

recruitment purposes.70 

 Nonetheless, Hassan’s work has ignored the crucial aspect of 

hybrid war, in which social media acts as an effective tool. She has also 

 
68 Ibid., 6-7. 
69 Ali Moeen Nawazish, “Social Media kai Fawaid Ya Nuqsanat,” Column Kaar, April 
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overlooked the aspect of political instability spread by disinformation on 

varying SMNs. Moreover, her arguments on the use of social media for 

politicization appear to be abstract at best, as the recent episodes in the 

political arena have confirmed that Pakistanis significantly rely on social 

media for political participation not only at the individual level but 

equally at the political party level. In fact, Twitter, followed by YouTube 

and Facebook, have almost taken over traditional media for 

politicization purposes in Pakistan.71  

On the interrelationship between social media and national 

security in Pakistan, Amna Rafiq has focused on cyber threats such as 

stealing identity, penetrating critical infrastructure security, and 

women's harassment. As far as social media is concerned, her work 

mostly contains the response proffered by the Pakistani government in 

tackling threats to Pakistan’s security. In this regard, she outlines the 

functioning of the Prevention of Electronic Crimes Act (PECA) introduced 

in 2016 while stressing that Pakistan's government has perceived the 

threats from digital domains as a single problem, which in fact, are not 

thus requiring a response at the platform-to-platform level.72 The article, 

though, contains information on how PECA 2016 has been beneficial in 

curbing hate speech and glorification of terrorism; however, it does not 

provide any details related to social media acting as an effective tool for 

targeting national security. 

 
71 Lubna Zaheer, “Use of Social Media and Political Participation among University 
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Conclusion 

To conclude, this research ascertains that national security is a 

subjective phenomenon. Accordingly, in addition to the aspects of 

national sovereignty and integrity, national security is also dependent 

on national values. Pakistan is under constant threat from social media, 

disinformation as part of a coordinated hybrid war that has been 

launched against Pakistan particularly by India. External also employ 

internal actors for propaganda purposes, who question the efficacy of 

these values and attempt to subvert the populace in general and the 

youth in particular while trying to turn them against the national 

narrative. On the other hand, there is a significant gap in the literature 

related to Pakistan, as reviewed above, while the implications of social 

media on national security have not been explained in detail in the 

scholarly literature pertaining to the country. 

Along with this gap in the interrelationship of national security and 

national values, a few other gaps have also been observed. For instance, 

the existing literature only touches upon the use of social media for 

terrorist activities. However, very few significant studies have been 

conducted that focus on the spread of extremism, anarchy, and political 

instability, as well as unleashing of hybrid war through social media by 

external actors, both state and non-state, for their vested purposes. 

Moreover, in the case of Pakistan, the crucial aspects, including 

regulating social media, e-governance, social media intelligence, and 

hybrid war, remain to be generally ignored. On the other hand, the 

scholarly work from the West has effectively outlined the nature of 

external and internal threats stirred by social media, which need to be 

capitalized upon in the context of Pakistan. 

 

 


